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Secure Your Stuff 

Section Research Volunteer, Jeff Lundgren, discusses 
“Edge Computing” 

a very important concept in heavy use today.  

This is followed by security terms of use to archivists 

Quiz  

A benefit of edge-computing. Do you know? 

A Quote for This Day  

The voice of others offering a view on security, offered here as 
something to consider or tr discuss among colleagues.  

 

Archival Term- Add it to your vocabulary 
 
What do You Know about “Dark Archives”? 

The Criminal Hacker: Tools of the Trade 

Just how many ways does a cybercriminal use to take what 
rightfully belongs to someone else? Some of their skills might 
surprise you.  (page 2-4) 
 
Let’s Go Phishing! 

Some “phishing” email sent by cybercriminals include malicious 
attachments or embedded carriers of malware. It is not always 

discovered by scanning or otherwise easily detected. We have a 
sample of just such a method used by cybercriminals. The method 
used to produce the sample is identical to one that has been used 

to infect more than one professional archives professionals 
Website. Can you spot it? Practice is the best defense against 

phishing attacks. (Page 2-3) 

Answer to Quiz- and More (page 4) 
 

 

∞ 
 

Quote for this Day 

“Passwords are like underwear: don’t let people 
see it, change it very often, and you shouldn’t 
share it with others.” 

Chris Parillo 

 
 
 
 
 
 
 
 

  

Secure Your Stuff  

- By Jeff Lundgren (Annotation by J. Havron) 
 
Remember…? 
 
In our last “encounter”, through the SAA Security 
Section’s Protect to Preserve: Information, 
Observations, and Things to Ponder broadside 
(Encounter 2, January 2021), the quiz introduced a 
security term; the Internet of Things (IoT). Today’s 
article by Keith Shaw incorporates IoT and focuses on 
the IoT as it has led to the creation of edge computing.  

 
[Additional: by J. Havron, CA, Security+, CEH: Edge 
Computing is an important concept being refined as it is 
being introduced in more environments. A few years 
ago, centralization was the best practice in most system 
environments. It is still a vital strategy, but changes in 
technology, operations, and security needs often make 
working on “the edge” of the system or network a 
better choice. This is important for archivists, both 
because it offers different strategies that might place 
security and operations of systems in reach of some 
repositories to which they had previously been 
unavailable, and because the concept used by records 
creators affects the original order, informational value, 
and context needed to make records historically 
valuable.] 

 
Like most technical terms, “edge computing” baffled 
me until I found the right article that not only 
explained the concept but explained the origin of the 
name. Keep in mind that one of my favorite books is 
Keith Houston’s Shady Characters, which describes 
the history and technical development of symbols like 
asterisks and exclamation points. I digress… 
To wit, edge computing is described by Shaw as 
bringing “computation and data storage closer to the 
devices where it’s being gathered (i.e., the edge of the 
computing sphere), rather than relying on a central 
location that can be thousands of miles away.” 
Because so many devices are using Internet pathways, 
that superhighway can be overloaded like any earthly 
interstate and the result is called latency in the 
computer world. The other primary result/benefit is 



 
 
 
 
 
 
 

Archival Term for this Week 

Dark Archives 

A repository that stores archival resources for 
future use but is accessible only to its 
custodian. Also, a collection of materials 
preserved for future use but with no current 
access. 

https://dictionary.archivists.org/entry/dark-
archives.html 

 

cost savings for the system owner. 
The downside is that edge devices may not be as 
secure as the cloud-based system’s center. Not 
necessarily the number of devices, but individual 
devices that may be compromised, is what IT security 
fears. Almost like the bad apple that is always a part of 
the bushel. Additionally, redundancy and “failover 
management” are critical in case any part of the 
system fails. 
Shaw, K. (2019). What is edge computing and why it 
matters. Networkworld. Retrieved January 18, 2021, 
from 
https://www.networkworld.com/article/3224893/what-
is-edge-computing-and-how-it-s-changing-the-
network.html 
 

 
 

                         Let’s Go Phishing! 
 

Phishing email messages often contain images. Some 
of these have been altered somewhat so they can be 
used as tools by cybercriminals.  
Did you realize that images, after being altered, can 
be made to blend with the background of the 
message, making them, for all practical purposes, 
invisible?  
 
We did not want to use images from actual phish we 
had received, so we altered our own image in the 
same way cybercriminals do. Well, one of the ways.  

 

We were assisted by Quigley, who agreed to pose for 
a picture wearing the closest he can come to an 
innocent expression. Thank you, Quigley.        

Can you guess the difference between the two 
images below? 

 
Quiz   

- By Jeff Lundgren 
 

True or false: edge-computing strategies offer faster 
real-time processing for 5G systems. 
 
 
The Criminal Hacker: Tools of the Trade 
 

 
 
The items in the image above, the ones on the hand, are a 
used in one of many ways a “hacker” might exploit a Wi-Fi 
signal that can be found when searching outside a building 
for some potential entry point generated inside a building.  



 
 
 

Phishing Images 
 
#1 
 

 
 
#2 
 

 
 

 
Please post your ideas on the discussion page for the 
SAA Security Section, or email them to 
jimhavron@comcast.net.   

 
The small red, white, and black item that looks like a toy is 
a, well, a toy. Or at least it can be. It is also sold as a 
beginner’s level device for a person wishing to to start 
using “nano” level drones. While I have larger ones that 
carry different equipment, I have a number of these little 
devices that I buy when on sale, meaning very cheap. 
 
I tend to purchase very inexpensive drones when I plan on 
using them for less-well charted territory. This particular 
one can fly 70’-90’ feet high, if there is no significant wind. 
It is very fast, has preprogrammed hover capabilities, an 
will return to its starting point if it loses its control signal. It 
will also support the weight of the other small devices in 
the hand. 
 
These devices are a combination of a very small Wi-fi 
receiver, and a code injector. Aside from this project, they 
work together in a small USB device that looks somewhat 
like a flash drive. The “drive” can be casually inserted into 
a computer at an archives or library, and removed after it 
has transferred a coded “payload”.  
 
The most common code I use with this device is a 
keyboard injector, script that will send messages to a 
computer in the same way a keyboard does. As far as the 
computer knows, it is receiving messages from a usual 
user. All manner of instructions can be sent. They may be 
made to appear to come from all manner of sources. 
 
Working with a team verifying security compliance through 
security audit, which in this case included testing the 
strength of defenses, I decided we might try my nano 
drone for an attempt to breach a system. The offices of the 
personnel management company were in a three-story, 
pentagonal building, and we wished to get close to an 
office on the third floor and on the inward facing side of 
the pentagon. (The building had a courtyard some picnic 
tables enclosed by the structure, leaving walls facing an 
area that was outside the building, but enclosed by it.) 
 
Drones are not very common in intrusion work, but neither 
are they rare. They have their uses. Mine was used that 
night to fly over the top of the building to the interior edge 
facing the courtyard. 
 
From there it was able to remotely access the Wi-fi for the 
office, and using credentials we had already acquired, 
place a small script on the computer of one of the senior 
managers. I cannot go into the details here, but suffice it 
to say that this manager was greeted the next day with 
messages that startled him, to say the least. Others in the 
office received strange email, and printers printed strange 
messages. The branch manager also discovered he was 

 
James Havron, CA, Security+, CEH [Certified Ethical 
Hacker] 
 
 
 
 
 
 
 
 



 
 
Answer to Quiz: 
True. If you got this wrong, reread the article 
(“…many carriers are working edge-computing 
strategies into their 5G deployments in order 
to offer faster real-time processing, especially 
for mobile devices, connected cars and self-
driving cars.”) 
 

one of several managers who were locked out of their 
accounts because their passwords had been changed. All 
from a little bit of code injected into the system through a 
toy that will fit in the palm of the hand. 
 
It is common in many areas to find hobbyists flying small 
drones around in fields, parks, or parking lots. If you see 
one, you might think about mentioning it to any security 
specialists you may have, or to IT. 
 
James Havron, CA, Security+, CEH [Certified Ethical Hacker]  

 
  
  

 
 
 
 
  
 


